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Topic: Device identification (MAC) poses a privacy problem in large-scale (e.g., campus-wide) Wi-Fi deployments: if the mobile device can be tracked, the
user who carries that device can also be tracked. In turn, from location information we can extract private knowledge from Wi-Fi users, like social interactions,
movement habits, and so forth.

Focus: We Iinvestigate methods to infer social interactions of individuals from Wi-Fi connection traces in the campus network at Dartmouth College.

Preliminary Results: Our approach to mine association traces to infer device/user interactions gives reasonable performance in simulated data, but other
challenges need to be addressed for real data.

Mining Approach
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Simulation Approach
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Real Data Analysis
academic028-ap001 ®
To perform experiments on real data, we use the Wi-Fi trace of the neademichs-ap0zt HINE:
Dartmouth College [1]. The dataset has been anonymized: each aleicotLaponz |||l A
identifier (UserName, UserMAC, APName) had been replaced with a HE: e || )
consistent, unigue pseudonym of the same format. In this preliminary scademic017-ap001 |- agizit TILE
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An initial analysis showed that the simulation was not modelling the B user03747, user1 7050, user08839, user43070, user21325

real data with fidelity. The most correlated group of devices during
the hour analyzed, according to C3, includes 7 devices not
associated to any AP for most of the hour, and only coincide in a
single AP during a single minute

_
]

Future work will focus on analyzing the 7 years of the Dartmouth College Wi-Fi trace, re-evaluating the assumption of "proximity" between two
users, exploring uncertainty measures to improve accuracy and assessing related privacy concerns.

[1] José Camacho, Chris McDonald, Ron Peterson, Xia Zhou, and David Kotz. 2020. Longitudinal analysis of a campus Wi-Fi network. Computer Networks 170 (2020), 107103.
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