
Future work will focus on analyzing the 7 years of the Dartmouth College Wi-Fi trace, re-evaluating the assumption of "proximity" between two 

users, exploring uncertainty measures to improve accuracy and assessing related privacy concerns.
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Topic: Device identification (MAC) poses a privacy problem in large-scale (e.g., campus-wide) Wi-Fi deployments: if the mobile device can be tracked, the 

user who carries that device can also be tracked. In turn, from location information we can extract private knowledge from Wi-Fi users, like social interactions, 

movement habits, and so forth.

Focus: We investigate methods to infer social interactions of individuals from Wi-Fi connection traces in the campus network at Dartmouth College. 

Preliminary Results: Our approach to mine association traces to infer device/user interactions gives reasonable performance in simulated data, but other 

challenges need to be addressed for real data.

Input Data: Wi-Fi association traces, with the Access Point (AP) ID, the User Device (UD) ID and the timestamp.

Mining Approach

Simulation Approach
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Preprocessing: For each UD and sampling time interval (e.g., one minute intervals), we compute the AP (if any) to 

which it is connected. The result is, for each UD, a time series of associations to APs 

Infer social interactions: Pseudo-correlation Matrices leverage the temporal correlations in the devices' 

associations to APs. We consider the formula C(x,y)=  𝑠(𝑥, 𝑦) 𝑁 , where x and y are two devices, S(x,y) 

refers to the number of sampling intervals when x and y are in the same AP, and N is the total of sampling 

intervals considered. We consider three variants of Pseudo-correlations

We use Bonnmotion v2.1.3 and

Matlab R2016a to simulate an 

environment with a number of APs 

and UDs that move in groups

Simulation experiment: Full 

factorial design from AUC

Real Data Analysis

To perform experiments on real data, we use the Wi-Fi trace of the 

Dartmouth College [1]. The dataset has been anonymized: each 

identifier (UserName, UserMAC, APName) had been replaced with a 

consistent, unique pseudonym of the same format. In this preliminary 

study, we focus on one hour of data (11:00–12:00 local time, 1 Nov. 

2018).

An initial analysis showed that the simulation was not modelling the 

real data with fidelity. The most correlated group of devices during 

the hour analyzed, according to C3, includes 7 devices not 

associated to any AP for most of the hour, and only coincide in a 

single AP during a single minute 

Honest Significant 

Difference Intervals of the different 

pseudo-correlation variants for AUC

Simulation example with different groups of UDs

Results by ANOVA

Variant C3 with optimal AUC
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