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= Numbers

Gigabyte 10° 1.000.000.000 bytes
1022 1.000.000.000.000 bytes

10%5 1.000.000.000.000.000 bytes
1018 1.000.000.000.000.000.000 bytes
102 1.000.000.000.000.000.000.000 bytes

¥ There was 5 exabytes of information created between the
dawn of civilization through 2003, but that much
information is now created every 2 days, and the pace is
increasing

RJMetrics co-founder and CEO Robert J. Moore

Seguridad en Redes Corporativas: Detectando al Intruso
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afterglow Visual BIG DATA
— ,  —
Analytics ECOSYSTEM
;L-JI:} +ableau / \
Parallel Storage

Processing \

& Cassandra

HBASE
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% Problem: Handling communication networks

T lier 3 Netwaork ¥ Tier 3 Network
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% Solution: Multivariate Analysis??

¥ Networkmetrics
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=% Networkmetrics

v Applications for Exploratory Analysis, Optimization,
Classification, Anomaly Detection (= Chemometrics)

v Big Data by Definition (#Chemometrics)

* 4V’s: Tons of data, high speed, from lots of sources, many false
alarms....

* Mostly unstructured =» Feature Engineering

¥ Complex Data (= Chemometrics):
* Fusion
* High dimensional
* N-way

Exploratory Analysis in Big Data based on PCA and PLS 7
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World's Biggest Data Breaches e
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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

NETWORKMETRICS %
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jcamacho
josecamacho@ugr.es‘

Oh no — pwned!

Pwned on 1 breached site and found no pastes

Breaches
A "breach" is
that were col

= Notify me when [ get pwned B P Donate

Breaches you were pwned in
Forb y P

A "breach" is an incident where a site’s data has been illegally accessed by hackers and then released publicly. Review the types of data
that were compromised {email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.

Adobe: The big one. In October 2013, 153 million Adobe accounts were breached with each containing an
internal ID, username, email, encrypted password and a password hint in plain text. The password
cryptography was poorly done and many were quickly resolved back to plain text. The unencrypted hints also
disclosed much about the passwords adding further to the risk that hundreds of millions of Adobe customers
already faced.

Compromised data: Email addresses, Password hints, Passwords, Usernames

Exploratory Analysis in Big Data based on PCA and PLS
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% Security Monitoring in Computer Networks (AD)

% Growing tendency of Security Breaches (Leakage of Info)

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

% |s my info at risk?

https://haveibeenpwned.com/

DEEP WEB
(96 %)

Exploratory Analysis in Big Data based on PCA and PLS 10


http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://haveibeenpwned.com/

NETWORKMETRICS %

http://nesg.ugr.es

% Security Monitoring in Computer Networks (AD)

% Growing tendency of Security Breaches (Leakage of Info)

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

% |s my info at risk?

https://haveibeenpwned.com/

How Much is Your Hacked Data Worth? Biack market S prices

CVV 3-digit i
securzlty cgode 88[‘5"@“ ?r;\%drﬁeﬁgoded) 58&’58%{ eBay
“fullz” credit card (old) health credentials Credit card (fresh)
informationisbeautiful.net data: bitly /bigdatabreaches sources: Holt & Smimova (2014), Reuters, Globe & Mail, Rand
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% Security Monitoring in Computer Networks
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How may Multivariate Analysis help???

features

| I

(2) Fusien

Exploratory Analysis in Big Data based on 13
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= MEDA Toolbox: https://github.com/josecamachop/MEDA-Toolbox

¥ Dimensionality:
* Scree plots '
e CV (ekf, cekf, ckf)
* SVIPlots

¢ Structure in Variables:

* Loading plots M E DA

e MEDA plOtS Multivariate Exploratory
Data Analysis

José Camac ho Paez

. . . . VERSION 1.0 Rafael Rodriguez Gémez
v Distribution of Observations P
* Score plots
PCA PLS

* MSPC: D-st, Q-st
e Covariance MSPC: ADICOV
Chemolab, (2015) 143: 49
« Observations vs Variables

* oMEDA plots

Exploratory Analysis in Big Data based on PCA and PLS 14
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% Networkmetrics: MSNM

Q Visual Analytics ¢
O%Con'ﬁnﬁmty

VAST Challenge 2012 d’ OCOVERY AL COLABONTON A ARG
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% Parsing & Data Fusion

¥ X =2,350 0bs x 90 features

| | Feature class | #features |
Syslog priority 5
Operation 6
2 | Message code 25
; Protocol 3
"; IP address 0
2 | Port number 17 PCA Model
= Direction 2
Conn. built /teardown 2
Subtotal 69 6 PCs and 60% variance app.
IP address 9
E:' Port number 17
7 | Alert class 5
E Priority 3
Text label 9
Subtotal 43

Exploratory Analysis in Big Data based on PCA and PLS 17
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% Loading plots

* LP may lead to non-existen correlations, MEDA not
e LP limited to 2/3 PCs, MEDA not
e LP difficult to interpret for many variables

0.05 . . : . i ; 0.2 — |
] ' ° ®,e ° !
oF————————————— = — = —— = 'qk =—= 0.1 . I
o ® o® P Y o |
® % o | |
° e o
-0.05 F : ) P ) abegpe — —
I
| ® | [ ]
-0.1 ' 0.4 F | o
(q\] | <t ° I
O I O I
o -0.15 : o 02F |
I
| ° I
02+ I E 03F [} |
L S '
| I
I i ™
025 04l I
| ® 0.4 ° :
| ® |
03" ; : ' : ' ' 05— : . . . s . | .
-0.25 0.2 0.15 0.1 -0.05 0 0.05 035 -03 -025 -02 -015 -01 -005 O 005 0.1

PC1 PC 3




MULTIVARIATE EXPLORATORY DATA ANALYSIS %

http://nesg.ugr.es




MULTIVARIATE EXPLORATORY DATA ANALYSIS %

http://nesg.ugr.es

% MEDA: 6 PCs

20 40 60 80

-
/ Interpretation: N\

v' IDS

v IPWEB (outside)
v" IRC

\_ /

e
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= MSPC Q-st 7000
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¢ Interpretation: Non-legitime requests of services in access firewall.
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v oMEDA: Generalization of Contribution plots
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192.5.5.241
19211236 4
128.63.2.53
192.36.148.17
192.58.128.30

% Conclusion

193.0.14.129
198.32.64.12
202.12.27.33

Virtual Internet
DNS Root Servers

10.32.0.100

VAST 2012
Mini Challenge 2
Bank of Money

Network Architecture

Corporate HQ
DataCenter

F\l /— 1722501

10.32.2.100, 10.32.2.101
Financial Server SNAT
(Static NAT for services)

Hosts webmail and
financial system

S

10.32.0.201-210, Cisco ASA
10.32.1.100, v
10.32.1.201-206 Firewall
10.32.5.X
Websites 172.23.0.1
( Regional Bank Network 172.23 XX D
i =
|€
BOTNET 3 R
17223 XX 17223214 % H 172230,
D = (Excluding Server Range) 172.23.220.X 1722302
Financial [y, Log fs Domain =
Servers |» IDS Server N S
Q 2 ~ Controller N
/ DNS

Comingin 2015
Therise of the impersonator bots

Impersonator bots are the most advanced, malicious

non-humans, They are the or oup of bo

consistently display growth in the last 3 years.

20.5%

Bots with Browser-like

Fake Search Engine Bots
DDo 5

Impersonators are:

Bots Masked by Proxy Se

9. Incapsula Botnet Report.
2014

SS=—
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198.41.0.4

128.9.0.107
192.334.12
128.8.10.90

192.203.230.10

19255241 VAST 2012
192.112.36 4 35

12863253 Mini Challenge 2
192.36.148.17

% Conclusion

192.58.128.30 Bank of Money
193.0.14,129
Ya8s20442 Network Architecture

202.12.27.33

Virtual Internet
DNS Root Servers

Corporate HQ
DataCenter
Hosts webmail and
financial system

10.32.0.100 m /— 172.25.0.1
L I &

10.32.2.100, 10.32.2.101
Financial Server SNAT
(Static NAT for services)

10.32.0.201-210,
10.32.1.100,

Cisco ASA
Firewall

i

epotes R o,
( Regional Bank Netlwor’lz 172.23 XX i)
3
BOTNET & e R gl
WO & Tanwes DS sZ?vger CE:DT;Q

Anomaly # ﬁrn::pu::sed Winner [30] | [31] | [32]
Attacks to the DNS / Domain Controller X

Access attempts to the firewall X P X

FTP attempts from inner nodes to outer node X X
Background IRC activity X X X
Parsing errors X

00 "Tackling the Big Data 4 Vs for Anomaly Detection". INFOCOM'2014 Workshop on Security and Privacy in

;% Big Data. 2014.
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% Extensions for Big Data

v For variables = Kernel matrix with EWMA update

X'XD)e=2X'X)er1 + X X,

* Scalable to any size

* PCA/PLS Kernel algorithms
* MEDA from covariance
 oMEDA from accumulates
* ADICOV MSPC

PC 2

¥ For observations =2 Clustering

* A link with visualization
* Compressed Score Plots

* Compressed MSPC Chemolab, (2014) 135: 110
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MEDA FOR BIG DATA

clear
load kdd

Lmodel = Lmodel ini; % Initialization
Lmodel .update = 2; % Change this to 1 for EWHMA and 2 for
Lmodel .type = 2; % Change thi=s to 1 for PCA and 2 for PLS
Lmodel.lv = 3; % Initial number of LVs

Lmodel .prep = 2; % X-block prepr. 0: Hone, 1: Mean-center

Lmodel .prepy = 27 % Y-block prepr. 0: Hone,
Lmodel .nc = 100; % Number of clusters

1: Mean-cente

lambda = 1-1e-4; % Forgetting factor in EWMA

step = 0.01;

%% Model building (EWMA or Iterative)

if Lmodel.update == 1

Iterative

2: huto-scaling

2: Auto-scaling

Lmodel = update_ewma (short_list, '',Lmodel, lambda, step,1); % EWMA

el=se

Lmodel = update iterative (short list,'',Lmodel,20,step,0,'',1); % Iterative

end
%% Data Analy=is=s
if Lmodel.type==2, % for PLS

% Score plot
scores Lpls (Imodel,l1:2);

¥ MEDL
map = meda Lpls(lmodel,1:2,0,3);

=

http://nesg.ugr.es

Exploratory Analysis in Big Data based on PCA and PLS

26



MEDA FOR BIG DATA

= Confidencial Network: 12 Working days

Days

|

# Variables

=
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= Confidencial Network: 12 Working days &
g
# Variables
6000 : 10000 . —
EEID-D-<3 ] a000l '
S 4000} |, = ,,‘
3 S 6000} -
e 3 .
g 3 4000} |
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% Confidencial Network: 12 Working days Y-

nf_sport_dns
nf_dport_private
nf_sip_public
nf_dip_private
nf_dbyte_zero
nf_dpacket_zero
nf_sbyte_long
nf_ db&/te_long
nf_dpacket_long
nf_spacket_long
nf_dport_http
nf_dport_https

te

[ 1] nf

nf_dport_http
nf_dbyte_long
nf_dpacket_long
nf_spacket_long
nf_sbyte_long

| Czero N
nf_dbyte_zero ™

nf_s _long

Days

1# Variables

nf_dpacket_medium nf_dport register
nf_spacket_medium _nfpd byte gshort nf_dport_http Ml
nf_sbyte_medium nf_state_open nf_dbyte_long [
nf_time_medium nf sport_Idap nf_dpacket_long ]
Titnpnee | nrgatie  rCspacetions M ? !
s dlp_p LB nf_dpacket_short nf_dbyte_zero nf_S¥€”open
nf_dbyte Erngium nffsf pagketﬁs Eort nf_(fi p;ck(it_hzt([aro nf_fd %yte_ts gon H EEEEEEEE
- = nf_sbyte_short nf_dport_https nf_dport_dns
nrﬁTsIti?TE%_cslﬂgﬁ nf_time_short  nf_dpacket_medium nf_dpacket_short
nf_spacket_short N State_close  ni_spacket_medium n_spacket_short
nf_sbyte_short _dip_pL nf_sbyte_medium nf_sbyte_sho Lo
nf_d pfa((;j eLtS gort nﬁn;_psc;ﬁ_g:mgg nf_time_medium nf_Sf pg_rt_priv&t_e 0.5
nf_dpor ns s _PTV f db di ni_dip_public
nf sport Tdap nf_dbyte_medium " Tf g;,%—r[n Sri\lll;;re] #nf_sip_private
nf_state_open nf_time_medium #nf_sip_private nf state_close
nf_dbyte_short nf_sbyte_medium nt dip_ public nf_time_short
nf_time_long nf_spacket_medium _dIp_ nf_dbyte_medium
— nf_dpacket_medium nf_state_close nF time medium - 1o
nf_dport_https nf_time_short nf_sbyte_medium
nf_sport_register nf_sbyte_short nf_spacket_medium
nf_spacket_short nf_dpacket_medium
nf_dpacket_short nf_dport_https
nf_dport_dns nf_dpacket_zero
nf_sport_|dap nf_dbyte_zero
nf_dbyte_short nf_spacket_long - 1-05
nf_state_open nf_dpacket_long
- nf_dbyte_long
nf_dport_http
nf_sbyte_long
nf_dport_register
nf_sport_register , o 1

Lmodel att: (X'X); =09 - (X'X),—q + X,
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Z
Z
% Confidencial Network: 12 Working days Y-
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§ 100 - 100 200 # Variables
S0F 50 150
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N . B0r G
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200109 0
-150 20r
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-40 :
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= Confidencial Network: 12 Working days
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3
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PC1

nf_state_ope

nf_time_long 1
n
nf_dbyte_short
nf_dport_dns | |
[[]

nf_dpacket_short
nf_spacket_short
nf_sbyte_short
nf_sport_private
nf_dip_public
#nf_sip_private
nf_state_close
nf_time_short
nf_dbyte_medium
nf_time_medium
nf_sbyte_medium
nf_spacket_medium
nf_dpacket_medium
nf_dport_https
nf_dpacket_zero
nf_dbyte_zero
nf_spacket_long 1-0.5
nf_dpacket_long
nf_dbyte_long
nf_dport_http

[ [}
[T r
[ ]
L]
nf_sbyte_long
nf_dport_register
nf_sport_register 1
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CONCLUDING REMARKS —
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=% Multivariate Analysis has a lot to do in Big Data and
Visual Analytics

=% Multivariate Analysis tools can be extended to
Networking for anomaly detection, optimization, ...

¥ with new and interesting particularities and challenges
¥ with challenges already solved in chemometrics

% Who should lead this?
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