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WHAT’S BIG DATA?

Numbers

There was 5 exabytes of information created between the 
dawn of civilization through 2003, but that much 
information is now created every 2 days, and the pace is 
increasing

Seguridad en Redes Corporativas: Detectando al Intruso 3

Unit Size Size
Gigabyte 109 1.000.000.000 bytes
Terabyte 1012 1.000.000.000.000 bytes
Petabyte 1015 1.000.000.000.000.000 bytes
Exabyte 1018 1.000.000.000.000.000.000 bytes
Zettabyte 1021 1.000.000.000.000.000.000.000 bytes

RJMetrics co-founder and CEO Robert J. Moore
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Problem: Handling communication networks

Solution: Multivariate Analysis?? 

Networkmetrics

NETWORKMETRICS
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NETWORKMETRICS

Networkmetrics

Applications for Exploratory Analysis, Optimization, 
Classification, Anomaly Detection (≅ Chemometrics)

Big Data by Definition (≠Chemometrics)

• 4 V’s: Tons of data, high speed, from lots of sources, many false 
alarms….

• Mostly unstructured Feature Engineering

Complex Data (≅ Chemometrics): 

• Fusion

• High dimensional

• N-way
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NETWORKMETRICS
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Security Monitoring in Computer Networks (AD)

Growing tendency of Security Breaches (Leakage of Info)

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Security Monitoring in Computer Networks (AD)
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Is my info at risk?

https://haveibeenpwned.com/

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://haveibeenpwned.com/
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IT Manager
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Security Monitoring in Computer Networks



NETWORKMETRICS

How may Multivariate Analysis help???

Exploratory Analysis in Big Data based on PCA and PLS 13

Sys. 
logs Firewalls

IDS
Netflow

Traffic

SNMP

SO logs

… ……

…

t

features

…



MULTIVARIATE EXPLORATORY DATA ANALYSIS

MEDA Toolbox:

Dimensionality:
• Scree plots
• CV (ekf, cekf, ckf)
• SVI Plots

Structure in Variables: 
• Loading plots
• MEDA plots

Distribution of Observations
• Score plots
• MSPC: D-st, Q-st
• Covariance MSPC: ADICOV

Observations vs Variables
• oMEDA plots

Exploratory Analysis in Big Data based on PCA and PLS 14

https://github.com/josecamachop/MEDA-Toolbox

ChemoLab, (2015) 143: 49

https://github.com/josecamachop/MEDA-Toolbox


MULTIVARIATE EXPLORATORY DATA ANALYSIS

Networkmetrics: MSNM
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MULTIVARIATE EXPLORATORY DATA ANALYSIS
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Structured: 
23,711,341 

records

Unstructured: 
35,984 records
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Parsing & Data Fusion

X = 2,350 obs x 90 features

PCA Model

6 PCs and 60% variance app.



MULTIVARIATE EXPLORATORY DATA ANALYSIS

Loading plots
• LP may lead to non-existen correlations, MEDA not

• LP limited to 2/3 PCs, MEDA not

• LP difficult to interpret for many variables
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MEDA:



MULTIVARIATE EXPLORATORY DATA ANALYSIS

MEDA: 6 PCs

Interpretation:

 IDS
 IPWEB (outside)
 IRC

http://nesg.ugr.es/index.php/es/resultados

http://nesg.ugr.es/index.php/es/resultados
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MSPC Q-st

oMEDA

Interpretation: Non-legitime requests of services in access firewall.



MULTIVARIATE EXPLORATORY DATA ANALYSIS

oMEDA: Generalization of Contribution plots
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MULTIVARIATE EXPLORATORY DATA ANALYSIS
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Conclusion

BOTNET

Incapsula Botnet Report. 
2014



MULTIVARIATE EXPLORATORY DATA ANALYSIS

Exploratory Analysis in Big Data based on PCA and PLS 24

Conclusion

"Tackling the Big Data 4 Vs for Anomaly Detection". INFOCOM'2014 Workshop on Security and Privacy in 
Big Data. 2014.

BOTNET



MEDA FOR BIG DATA

Extensions for Big Data

For variables  Kernel matrix with EWMA update

• Scalable to any size
• PCA/PLS Kernel algorithms
• MEDA from covariance
• oMEDA from accumulates
• ADICOV MSPC 

For observations Clustering

• A link with visualization
• Compressed Score Plots
• Compressed MSPC
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(𝑋′𝑋)𝑡 = λ · (𝑋′𝑋)𝑡−1 +  𝑋𝑡

′
·  𝑋𝑡

ChemoLab, (2014) 135: 110
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Confidencial Network: 12 Working days
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Confidencial Network: 12 Working days
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Confidencial Network: 12 Working days
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Confidencial Network: 12 Working days

 nf_time_long
 nf_state_open
 nf_dbyte_short

 nf_dport_dns
 nf_dpacket_short
 nf_spacket_short

 nf_sbyte_short
 nf_sport_private

 nf_dip_public
#nf_sip_private
 nf_state_close
 nf_time_short

 nf_dbyte_medium
 nf_time_medium

 nf_sbyte_medium
 nf_spacket_medium
 nf_dpacket_medium

 nf_dport_https
 nf_dpacket_zero

 nf_dbyte_zero
 nf_spacket_long
 nf_dpacket_long

 nf_dbyte_long
 nf_dport_http

 nf_sbyte_long
 nf_dport_register
 nf_sport_register

 

 -1

-0.5

0

0.5

1

0 50 100 150
-40

-20

0

20

40

60

80

100

PC 1

P
C

 2

 
   

 
  
 
    
 
 

 

 
    

 
 

   
 
 

 
 

 

 

  
 

       
 

       
        

 
  

 

    
 

   
 

  

10.2.230.174

 
  

        
  

  
  

       

10.2.128.180

 

 

D
-s

ta
ti

st
ic



CONCLUDING REMARKS

Multivariate Analysis has a lot to do in Big Data and 
Visual Analytics

Multivariate Analysis tools can be extended to 
Networking for anomaly detection,  optimization, …

with new and interesting particularities and challenges

with challenges already solved in chemometrics

Who should lead this? 
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